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Abstract 

 

Quantum technologies represent a new agenda that has the potential to fundamentally change the security environment on a 

global scale. Countries or groups of countries that adopt these technologies before others will be at an advantage. The aim of 

the authors was to provide an overview of the current status of creating conditions for the development of quantum 

technologies in selected Central European countries (Czech Republic, Slovakia, Austria, Hungary and Slovenia). The study 

maps the conceptual, organisational and technical situation in this area, focusing on the five North Atlantic Treaty 

Organisation member states and the European Union. As a result of the investigation, it is found that the complexity of 

quantum technologies requires cooperation at two levels. The first level is undoubtedly cooperation between the state sector, 

scientific organisations, the defence sector and multinational companies. The second level is cooperation between individual 

states or within international organisations. Regarding the security aspects of these technologies, cooperation based on North 

Atlantic Treaty Organisation and European Union is crucial. Ensuring technological superiority in the coming years is a big 

challenge for the United States of America, resp. North Atlantic Treaty Organisation and the European Union. 
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1. Introduction 

 
The contribution is devoted to the emerging, but even more relevant, the strategic grasp of the quantum issue 

(including the North Atlantic Treaty Organization quantum strategy). The authors map the positives (added value) of the 

emphasis on this agenda and the weaknesses resulting from the delay in this issue. Attention will also be paid to the quantum 

capacities of the individual Central European countries, as Czech Republic, Slovakia, Hungary, Austria and Slovenia 

(including the relevant strategic documents and its possible personnel, organizational and financial coverage).  

In relation to the issue, both the approach of individual countries and the priorities of relevant international 

organizations (especially North Atlantic Treaty Organization and European Union) are being monitored. In this context, is it 

possible to claim that the European Union focuses more on technology as such, with the security dimension of the topic being 

left behind? 

In this context, the content and diction of existing strategic-conceptual documents will be monitored, as well as the 

related external constructive-critical comments, especially from the private sector environment. 

The period after 2010 to the present is covered, with the fact that, in relation to all individual countries, as many 

identical variables as possible are monitored, which will enable a subsequent comparison. 

In relation to the topics, open sources are used only. Although this aspect can be perceived as limiting, it is also a 

prerequisite for publishing a study in itself. 
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2. Quantum Technologies – Approaching the Topic 

 

Quantum technologies are a broad and diverse category of technologies that use the phenomena of quantum physics 

[1]. 

In quantum computers, pulses do not play a key role, but subatomic particles such as electrons or photons.  

A quantum bit, a qubit, is a quantum analogue of a classical information bit. While a classic bit can only take on the 

value 0 or 1, a qubit can represent multiple values or states at once. In other words, a quantum computer can perform multiple 

calculations simultaneously, not necessarily sequentially (like a traditional computer). Thus, quantum computing shows the 

potential to outperform traditional computers due to much higher computing speeds [2]. 

Quantum computers can also use entanglement, a phenomenon that binds two or more qubits together so that their 

states are correlated. Any quantum manipulation of one of the entangled qubits generates an immediate effect on the other 

entangled qubits, regardless of the distance or barriers between them [3]. 

Quantum technology will, with a high probability, become, next to artificial intelligence, the most important 

emerging technology for general use. Quantum computing can bring enormous progress in science, including currently 

unsolvable logistical or logical problems [3, 4]. 

 

3. Core categories of Quantum Technologies 

 

Quantum technologies can be divided into several main categories. Each of these generates impacts on information, 

intelligence, surveillance, reconnaissance, and cyber operations relevant to security and defence. In general, it is possible to 

state that quantum technologies will not introduce fundamentally new weapons, as was the case with nuclear and laser 

technologies, but rather will improve current sensing, communication and computing capabilities [3]: 

a) Quantum computing  

This is the use of quantum systems to perform calculations based on quantum logic and algorithms. Quantum 

computers can perform parallel and probabilistic calculations that allow them to solve certain problems faster and more 

efficiently than classical computers. Despite the misconception that the exponential increase in processing speed will affect 

and take over all tasks intended for classical computers, quantum computers will be particularly effective at breakthroughs 

in certain highly complex and demanding computational problems. Examples of such problems are quantum crypto-analysis 

(breaking most asymmetric encryption schemes commonly used to encrypt e-mail, voice and video, data transmissions and 

remote access), faster search, faster solution of linear or differential equations, quantum optimization (logistics, investment 

portfolios, or new drug designs) and quantum machine learning. Quantum technology can help solve complex and large-scale 

optimization problems, including resource allocation and decision-making, which are important for planning and executing 

military operations [1]. 

 

b) Quantum networks and communications  

Quantum networks and communications aim to transmit quantum information (qubits) across different channels, 

such as optical lines, or in free space [1, 3]. 

• Quantum communication may enable quantum cryptography. Quantum cryptography can provide  

a higher level of security and authenticity than conventional asymmetric encryption (public key cryptography) because 

it can detect and prevent any eavesdropping or tampering by exploiting the properties of quantum physics. Quantum 

communication can enable quantum key distribution, which is a protocol that allows two parties to share a secret key 

using quantum states and measurements and classical communication. This technology is already commercially 

available to some extent for use with optical fibers. 

• Quantum communication may enable quantum digital signatures, which allow a message to be signed using quantum 

states and measurements. 

• Quantum communication can improve metrology, i. e. measurement using quantum states, to achieve higher precision 

than classical methods. 

• Quantum communications can help improve the collection, dissemination, and protection of sensitive and intelligence 

information, as well as its situational awareness and operational effectiveness.  

• Quantum communications can enable remote sensing, which is the use of quantum systems and protocols to detect and 

measure physical properties and phenomena such as distance, temperature, pressure, or magnetic fields without 

disturbing the system or environment. 

• Quantum communication can enable quantum teleportation, which is a protocol that allows two parties to transfer a 

quantum state from one place to another using entanglement and classical communication. 

• Laser communication offers high-speed data transfer ensured by quantum communication. 

A next-generation quantum network, called a quantum information network (QIN) or quantum internet, is 

distinguished by its ability to distribute entangled qubits. QIN will offer more security-related services such as secure 

identification, location verification, and distributed quantum computing. The biggest obstacle to QIN implementing is the 
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need for a reliable quantum memory to store quantum information for synchronization and distribution in a network with 

many intermediate nodes. In practice, the introduction of QIN can realistically be expected after 2030. 

 

c) Quantum simulation  

Quantum simulation is the use of quantum systems such as atoms, photons or electrons to simulate and model other 

quantum systems such as molecules, materials or fields. Quantum simulation can use quantum algorithms to perform 

calculations and measurements on quantum systems. Quantum simulation can be applied in various fields such as chemistry, 

physics, biology and engineering (simulating the behaviour of molecules for chemical and pharmaceutical research, 

development of new materials, etc.). It can help to understand and design complex and dynamic systems, such as molecular 

structures, chemical reactions, material properties and physical phenomena, which are relevant for research, development, 

testing and technology evaluation [1]. 

 

d) Quantum sensing (imaging)  

This is a subfield of quantum optics that is active (a signal is emitted, and its reflection detected). The principle 

behind quantum sensing is the more precise measurement of various physical variables, such as magnetic or electric fields 

and biological magnetic signals, gravity gradients, rotation acceleration and time. Improved time measurements can be used 

for more accurate clocks (used by many current technologies), quantum inertial navigation, underground and undersea 

exploration, more efficient radio frequency communication, etc. This allows detection of metallic or other objects creating 

local magnetic anomalies, such as mines, improvised explosive devices, and camouflaged vehicles. This can also serve as an 

alternative method of underwater navigation (supposedly able to detect a submerged submarine from space). Quantum 

gravimeters are intended for underground surveillance systems and are being tested to detect underground structures such as 

caves, tunnels, bunkers or missile silos. Quantum imaging systems can be used in any weather, day or night. Quantum sensing 

can provide accurate and reliable information without relying on external signals such as GPS. Quantum sensing can also 

provide high-resolution images and provide detailed and accurate information about the composition, structure, and state of 

matter and energy of the monitored objects [3]. 

Quantum radar is a quantum imaging system that works similarly to classical radar, but at the level of individual 

photons. The principles of quantum radar and quantum light detection (lidar) have already been successfully demonstrated 

in laboratories. However, the effectiveness of the solution as a whole is still very uncertain. Using a quantum sensor with a 

useful degree of accuracy is unlikely, as sufficient spatial resolution will result in insufficient sensitivity. On the other hand, 

some quantum sensors are expected to be tested in field conditions in the coming years, around 2028 [2, 3]. 

 

e) Post-quantum cryptography (PQC), also known as quantum-resistant cryptography  

PQC is sometimes seen as a subcategory of quantum communication but is also often considered a separate category. 

Until now, information security was guaranteed by the mathematical complexity of encryption itself and the secure 

transmission of encryption keys. With the advent of quantum computers, the performance of which will make it possible to 

break encryption keys, it is necessary to find new ways of transmitting information that are resistant to cyber-attacks. The 

solution to such a problem is the transmission of encryption keys using quantum technologies. The concept itself is not 

necessarily related to quantum physics but is based on the development of contemporary asymmetric cryptography. This type 

of cryptography relies on more advanced mathematics that is more difficult to calculate, even for quantum computers. As 

such, the concept can be seen as a software/hardware upgrade of existing systems. Even this concept cannot be seen as 

completely secure, as new classical or quantum cryptanalytic attacks may occur. Nevertheless, tools falling under this 

definition will likely become available in the foreseeable future. [3, 5]. 

 
4. Unavailability of Quantum Solutions 

 

All quantum systems are extremely fragile, and many can only be used at temperatures close to absolute zero (about 

-273°C). The slightest disturbance (heat, electromagnetic fields and moving air molecules) leads to loss of quantum 

information or sensitivity in quantum sensors. Some scientists predict that these obstacles will be overcome within the next 

20 years. However, this speculative timeline is largely tied to the amount of financial and human resources allocated to this 

challenge. Quantum computers are likely to be too expensive to serve smaller groups of cybercriminals. Their pioneers will 

likely be large technology companies and research institutions – and variously motivated nation states [3, 4]. 

 

5. A New Concept of Deterrence? Rethinking Traditional Paradigms 

 

Quantum technologies could have significant implications for nuclear deterrence, conventional forces, and cyber 

defence as they could create new vulnerabilities and asymmetries [1]. 

Some actors may gain access to quantum technology while others may not. This could create new challenges for the 

posture of the armed forces as well as for their strategic and operational capabilities. Quantum communications may also 

undermine existing norms and frameworks, such as the International Telecommunication Union and the Outer Space Treaty, 

which regulate the use of the electromagnetic spectrum and outer space. This could create new conflicts and require new 

agreements and regulations to ensure the peaceful and responsible use of quantum communication. Ensuring the security of 

information and communication is one of the key issues for the running of the state. A country is secure only if it can protect 
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information at the level of state institutions and its security forces, the health system, financial institutions, air traffic control, 

energy production and distribution, or transportation systems and logistics [5]. 

Anyone who assumes that the quantum threat is not a current challenge because quantum computing is not currently 

viable may be very wrong [4]. 

In October 2019, for example, Google announced the construction of a 53-qubit system, called Sycamore. He was 

able to calculate a proof in 3 minutes and 20 seconds confirming that the numbers generated by the random number generator 

are indeed random. The same task would take today's most powerful traditional computers about 10,000 years [2, 4, 6–8]. 

The People's Republic of China subsequently announced that it had a solution called Zuchongzhi with 

66 qubits. In 2015, Prime Minister Xi Jinping explicitly designated quantum communication as a national strategic 

technological project where major breakthroughs to be achieved by 2030. Beijing is willing to allocate enormous resources 

to gain world leadership in quantum and other emerging technology fields. The total spending of the People's Republic of 

China on this agenda is estimated to be more than 2.5 billion USD per year after 2017, which is probably far more than the 

investment of the rest of the world combined [4, 9, 10]. 

This forced the Euro-Atlantic countries to take the subject seriously and invest accordingly. After all, history says 

that states capable of mastering the technology that gives them an edge in signal intelligence tend to be the winners in military 

conflicts as well. For example, the Allies were able to break the Enigma cipher that Nazi Germany relied on. London then 

kept its lead secret for decades to continue monitoring the communications of the Warsaw Pact countries [2, 11]. 

If anyone manages to build a fully functional quantum computer, much of conventional cryptography will 

fall apart. Quantum computing may disrupt some existing cryptographic systems being used to secure and encrypt data and 

communications. This could compromise the collection, dissemination and protection of sensitive and intelligence 

information. 

As already stated in the text, quantum sensing can enable the discrete and remote detection and measurement of 

physical properties and phenomena such as temperature or magnetic fields. This could completely reshape the secrecy 

capabilities of any military and civilian activities. Military operations in all physical environments – on land, at sea, in the 

air, in space – rely on a variety of similar information technologies and networks that power the global economy. A systematic 

vulnerability in the cyber domain would become a systematic vulnerability in all domains. Classified information could be 

collected, changed or deleted. Personal, financial, legal, logistical and operational data could be manipulated to affect tactical 

and strategic operations. Malware could be installed at will to enable espionage or disrupt critical infrastructure. 

With the prospect of a cryptographically significant quantum computer seemingly only a matter of time away, 

cybercriminals and geopolitical adversaries alike are rushing to obtain sensitive encrypted information that cannot be read 

today – so that it can be decoded once quantum computers become available. 

Decrypting data encrypted by existing technologies will enable unprecedented visibility of highly valuable data. If 

the West were to lose the quantum computing race to rivals such as the People's Republic of China, the loss would be 

significant [4]. 

Cryptographic attacks can also negatively affect the economy and competitiveness. Quantum computers will 

increase the likelihood of intellectual property theft. Transport, energy distribution or communication systems will be 

particularly vulnerable. Disinformation could be spread from the secure accounts of senior officials, increasing the credibility 

of fraud efforts [8]. 

In relation to the issue, there is a very interesting mention of the creation of a new concept, which at the time of 

nuclear deterrence was called the delicate balance of terror. A new variant of the Cold War, apparently along the lines of 

the People's Republic of China versus the Euro-Atlantic states, may be based on the assumption that the mastery of quantum 

technology, capable of disrupting the functioning of an adversary's society, will be undesirable to the extent (assuming 

immediate retaliatory reaction) that the contending parties these eventualities they will really leave it as  

a weapon of the last judgment – and it will not be deployed. 

The quantum threat to cyber security is an example of a self-fulfilling prophecy. The more convincing the prophecy 

of doom, the more determined its potential victims try to delay the disaster. In other words, states take this challenge so 

seriously that the most dangerous eventuality is unlikely to occur. So, there are reasons for cautious optimism that 

countermeasures are maturing faster than the threat. The quantum threat must be taken seriously, and that is precisely why it 

may never materialize. Given the pervasive importance of cyberspace, systematically compromising cybersecurity would be 

a strategic concern of the first order. History is full of expectations of technological transformation that never materialized. 

The race between offensive and defensive measures is as old as war itself. The balance between offense and defence at any 

given time depends on organizational and geostrategic context, not just technology. Scientific principles and technical 

feasibility limit the strategic and operational art of the possible. Technical trends set the boundary conditions for any potential 

window of opportunity. However, this window usually changes as individual actors start to create new weapons and to find 

new ways to use them [12]. 

A strategic swing would occur if one country acquired such a capability and kept this fact secret for several years or 

more. Other countries would not realize that everything, from their weapons systems to financial transactions, is vulnerable 

during this period – including historical records (encrypted communications collected by the adversaries and preserved in 

anticipation of obtaining this very capability). Attackers have an incentive to keep their progress secret because revealing it 

can prompt defenders to patch or reconfigure the respective systems. This represents a new “Sputnik moment”. Whoever 

acquires this technology first will also be able to cripple traditional defences and manipulate the global economy [12, 13]. 
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6. Approaches of Individual Monitored Actors to the Mentioned Agenda 

 

In examining the varied approaches to this agenda, we observe distinctive strategies adopted by major entities such 

as the United States of America, the North Atlantic Treaty Organization (NATO), and the European Union. 

 

6.1 United States of America and the North Atlantic Treaty Organization 

 

When it comes to the activities of the North Atlantic Treaty Organization in the monitored area, it is crucial to see 

the pivotal role played by the United States of America in this regard: 

• In 2016, the National Institute of Standards and Technology began the process of standardizing post-quantum 

cryptographic algorithms, aware of the rapid development of quantum computing and its potential impact on 

information security [56]. 

• In 2018, the White House released the National Strategic Review for Quantum Information Science. The National Office 

for Quantum Coordination, interconnecting 14 government agencies, was launched [14]. 

• In December 2019, the National Quantum Initiative Act passed, foreseeing an annual investment of at least 240 million 

USD in the development of quantum technologies [4]. 

• In 2022, the Quantum Cybersecurity Preparedness Act passed, setting the perspective for the migration of government 

information to post-quantum cryptography. The document envisages completion of the transition by 2035, ideally by 

2030 for the most sensitive data [4, 15]. 

• In 2023, the National Cybersecurity Strategy identified protection against quantum cyber attacks as a national strategic 

goal [16]. 

 

North Atlantic Treaty Organization's nuclear deterrence is based on the principles of credibility and 

accountability. At the same time, it depends on safe and reliable command, control and communication systems, as well as 

on effective and resilient defence systems [1]. 

The Alliance also for this reason recognized the importance and potential of quantum technologies, and has taken 

some steps to address them, such as the Science for Peace and Security Programme, the Innovation Hub, and the Emerging 

and Disruptive Technologies Roadmap [17, 18, 19]. 

In February 2021, the defence ministers of the member states approved a strategy to promote a coherent approach 

to the development and deployment of dual-use technologies, with quantum-enabled technology being one of the nine 

technology areas promoted in the strategy. At the summit in 2021, a concept called the Defence Innovation Accelerator for 

the North Atlantic (DIANA) was introduced, also including the dimension of quantum technologies. DIANA consists of a 

network of test centres and accelerators across member states where innovators develop new technologies to address pressing 

security challenges. An example of such a workplace is the "Deep Tech Lab – Quantum" in Copenhagen, focusing on the 

financial return of quantum solutions [3, 20]. 

Secretary-General Jens STOLTENBERG called for the development of a transatlantic quantum community that 

harnesses the power of this critical technology for security. He emphasized the importance of closer cooperation between the 

public, private and academic sectors and the acceleration of responsible innovation. Speaking at the Copenhagen Quantum 

Conference 2023, STOLTENBERG said: “NATO has always adapted and embraced new technologies to keep our people 

safe. With the rapid proliferation of disruptive technologies, we need to adapt further and faster than ever before, including 

in the quantum domain… We need to ensure that these technologies work for us 

– not against us… We need to ensure that the Alliance is "quantum ready" and "capable of integrating the right technologies 

into our capabilities and protecting against adversary use” [20]. 

The North Atlantic Treaty Organization's Quantum Strategy, issued on November 28, 2023, states, among others, 

the following [21, 22]: 

• Quantum technologies represent a potential revolution in the world of innovation and can be game changers in security, 

including warfare. It offers possibilities that far exceed the technologies that are currently available. It is necessary to 

ensure that the Alliance is prepared for this technological development. 

• This topic needs to be closely monitored, along with other key trends represented by artificial intelligence, 

biotechnology and human enhancement,2 hypersonic technologies, energy and propulsion, new materials and next-

generation communication networks. 

• Many of these technologies are already partially used in the private sector and have become subject to strategic 

competition. The Alliance must therefore support and lead collaboration with industry in the development of 

a transatlantic quantum technology ecosystem. 

• Mastering these technologies will represent a strategic advantage – and not mastering them a strategic weakness. It is 

necessary to prepare the Alliance and individual member states to defend against the use of quantum technologies by 

their adversaries and competitors. It is equally important to detect and block potential related incidents in cyberspace. 

 
2 The authors are preparing a separate study on the topic in the future [23]. 
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• Innovations are expected to help advances in cryptography, develop high-speed lasers to improve satellite connectivity, 

and improved 3-D imaging sensors in underwater environments. 

• This requires investment coherence, cooperation between allies in technology development opportunities, as well as the 

development and protection of a skilled workforce. It will also require the development and deployment of critical 

supportive technologies… 

• Strategic competitors and potential adversaries can also take advantage of disinformation opportunities by creating 

public distrust in the use of quantum technologies – similar to what happened in the case of 5G networks (according to 

the motto, “if we can't do something technically ourselves, we will try to install in the adversary's public that their 

homegrown advanced technologies are more harmful than beneficial…”). Allies will seek to pre-empt and counter any 

such efforts through strategic communications [24]. 

 

Some other recommendations and proposals of the Alliance for quantum technologies are, for example [1, 3]: 

• Establishing a dedicated quantum technology office to coordinate and oversee all quantum activities and initiatives 

within the Alliance and among its allies and partners. 

• Investing in research and finding opportunities to accelerate development and reduce related costs. 

• Developing a quantum technology roadmap that would outline the vision, goals and priorities of the Alliance and allies 

and partners regarding quantum technologies. 

• Enhancing its own quantum technology capabilities by investing in quantum research and development and deploying 

quantum technologies within its missions and operations. 

• Enhancing technology education and training through the development and implementation of quantum technology 

curricula and courses and technology workshops and seminars for its employees and partners. 

• Ensuring the development and implementation of quantum technology standards and regulations. 

• Establishing and enforcing quantum technology rules for communication, information, and cyber systems. 

• Ensuring quantum technology ethics and responsibility by developing and implementing quantum technology principles 

and guidelines, including the establishment and application of technology oversight and review mechanisms. 

• Establishing goals and standards to support development and ensure interoperability. 

 

6.2 European Union 

 

For the European Union to thrive as a global competitor in quantum technology, it must protect access to sensitive 

government or personal data, or any data relevant to its technological and economic growth. The efforts that need to be made 

in this area go beyond the individual investment and research capacities of member states, and therefore there is a need to 

combine efforts and collaborate [25, 26]. 

To a certain extent, the European Union rather follows up and responds to the initiative steps of the United States 

of America (which it elaborates or adapts to the European environment). Union standardization processes follow the 

processes formulated by the National Institute of Standards and Technology. The whole concept is often mentioned as the 

connection of four levels [27]: 

• Ultra Secure Connectivity Program from 2022 [20]. 

• Union scientific research initiative European Union Quantum Flagship; EUQF [28]. 

• Research projects within Horizon Europe [29]. 

• European quantum communication infrastructure (EuroQCI), an initiative that aims to build a secure quantum 

communication infrastructure that will span the entire space of the European Union member states. Quantum key 

transfer requires a very specific quantum communication infrastructure, which member states have committed to build 

within the EuroQCI initiative. EuroQCI is the Union's flagship project, with the aim of ensuring secure communication 

until 2027. All member states are signatories to this project, which in 2021 recorded the first interstate quantum-secure 

communication (100.5 km) between Trieste, Ljubljana and Zagreb. The EuroQCI concept, consists of several phases 

[1, 8, 30]: 

o Test phase, where there is an effort to operate various quantum lines via optical cables and ideally also with 

quantum satellites. This is a task for universities and other research platforms. 

o Educational phase, when possible, users will be introduced to the possibilities and functioning of quantum 

technologies. 

o Real deployment of quantum networks (assuming operation up to the SECRET level). This is the task of state 

agencies, or some certified operators and companies. 

At the same time, coordinated prevention of “harvesting attacks” (theft of data for later decryption) is necessary. To 

support and expand the geographical scope of EuroQCI, the European Union approved the Union Secure Connectivity 

Program in 2022, concerning the development of the space segment for EuroQCI, the IRIS2 space constellation, built on the 

GOVSATCOM infrastructure. When completed, IRIS2 could become the flagship of the space program, along with the 

Copernicus and Galileo projects. In November 2019, member countries of the European Space Agency pledged to support 

the Space Systems for Safety and Security program, including a quantum component [31, 7, 32, 33]. 
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However, according to critics, the EuroQCI concept distracts policy makers from paying attention to the 

fundamental challenges in relation to cyber security. The EuroQCI concept is intended to secure government communications 

and critical infrastructure but does not necessarily prevent incidents that disrupt other areas of cybersecurity, such as private 

supply chains [14, 8]. 

The challenges posed by quantum computers to European cyber security may seem distant, but the European Union's 

ability to detect, protect, defend and recover from them in the future starts with taking the necessary mitigation measures 

now. Therefore, a quantum cyber security program is essential for Europe's economic security in a rapidly evolving 

geopolitical environment and it is in the Union's interest to act swiftly [8]. 

In July 2021, for example, the European Union published a proposal for new anti-money laundering rules. They also 

include the creation of a new platform (Anti-Money Laundering Authority, AMLA), based on the cooperation and mutual 

support of the financial analytical units, as well as new requirements for cryptocurrency transfers. A separate problem that 

concerns all digital services is the long-term security of electronic communication between clients and banking entities. A 

possible risk comes from the introduction of quantum computers that can break current encryption methods. New 

technologies can be used/abused in stock market trading. This will probably happen as early as 2026 [34, 35]. 

The recommendations for the European Union, which result from the above statements, can be summarized as 

follows [8]: 

• Create a quantum transition action plan that outlines clear goals and timeframes and monitors the implementation of 

national post-quantum encryption transition plans. 

• Establish a new expert group within the European Union Agency for Cybersecurity (ENISA) with seconded national 

experts to exchange best practices and identify obstacles to transition to post-quantum encryption [14]. 

• Assist in prioritizing the transition to post-quantum encryption to respond to emerging vulnerabilities. Some  

– but not all – Member States are already taking steps to combat these emerging threats using available tools. 

• Facilitate political coordination between the European Commission, and individual member states, national agencies 

for cyber security and the European Union Agency for Cybersecurity, with the aim of determining related technological 

priorities. 

• Facilitate technical coordination at Union level, with the aim of addressing research gaps in quantum-safe technologies. 

 

7. Individual Member States of the European Union 

 

National quantum strategies are usually documents that define strategic goals in the field of quantum technologies, 

both security and economic. They usually include aspects such as the support and growth of a national quantum ecosystem, 

self-independence/self-sufficiency for specific technologies (for example, the establishment of  

a national quantum computer) and security strategic goals, where the transition to quantum-resistant encryption or quantum 

key distribution can be defined [36]. 

At least 12 Member States present national quantum strategies in the form of direct state-led science and research 

programmes. However, as of 2023, only a few member states have published plans to combat emerging quantum threats, and 

even fewer have initiated steps to mitigate them, such as Germany [37]. The cyber security budget and the number of 

specialists available allow only limited expectations regarding the mitigation of emerging threats [80]. 

Croatia, Cyprus, Greece, France, Lithuania, Slovakia, Slovenia, Sweden and Finland have agreed to cooperate with 

the other member states of the European Union to develop a quantum communication infrastructure (QCI) in Europe. In June 

2019, the representatives of the mentioned states signed the initiated declaration of cooperation. The signatories, together 

with the European Commission and with the support of the European Space Agency, are going to explore the development 

and deployment of the European QCI over the coming years. Ultimately, it would connect sensitive public and private 

communication assets across the European Union [7]. 

Several countries, including Austria and Slovenia, participated in the project within the European Defense 

Agency, which is focused on the military use of quantum technologies. The project was led by France and focused on the 

following areas [38]: 

• Fully autonomous positioning and timing for military platforms. 

• Secure communication for Command, Control, Communications, Computers, Intelligence, Surveillance and 

Reconnaissance (C4ISR). 

• Quantum network of sensors for synergic connection. 

 

7. Case Studies Concerning Selected Member States of the European Union 

 

In relation to the countries monitored in more detail, there is an effort to at least indicatively mention key milestones, 

related strategic documents and the most relevant workplaces in relation to the monitored area. If possible, mention will be 

made regarding practical results, with an emphasis on the area of defence. 
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7.1 Czech Republic 

 

The Czech Republic conducts remarkable research in a number of areas related to quantum technologies, but the 

connection between research and practice shows shortcomings. The fact that basic research is dominant here is related to 

funding opportunities, i.e. mainly from the Grant Agency or various infrastructure projects [39]. 

The Tensor Ventures fund has invested about a million dollars in the American start-up QC82, which develops 

quantum technology. In the future, however, they may be beneficial in the discovery of new drugs, materials, and help in 

energy savings or emission reduction [40]. 

The LUMI-Q project of the IT4Innovation company (national quantum computer) [41, 42] should be mentioned. 

The transfer of quantum keys between individual cities has also already taken place in the Czech Republic. The transfer was 

successful between Ostrava, where the academic organization CESNET and IT4Innovations computer centre joined the event, 

and Těšín. It is envisaged to build another quantum infrastructure with connections to Austria, Poland, Slovakia and Germany 

[9, 43, 44]. 

In February 2022, the Czech Technical University announced cooperation on projects dedicated to artificial 

intelligence, quantum technologies and other fields, with other platforms, including parts of the North Atlantic Alliance 

(DefSec Innovation Hub, Supreme Allied Commander Transformation). In doing so, a project mapping the physiological 

effects of methods of cognitive (disinformation) influence on individuals was explicitly mentioned [45, 17, 46]. 

Applied research mainly in quantum communications is reported by the University of Technology in Brno 

(NESPOQ project) [47]. 

In the field of education, there is an inter-faculty field at the Czech Technical University [48]. 

However, despite the mentioned activity, the quantum ecosystem is a relative weakness of the state. There are 

few start-ups in the country, among which Quantum Phi is the most visible, whose main content is consulting and advisory 

activities [39, 49].  

The Quantum Day event was dedicated to efforts to link capacities in this scientific field, but the related results are 

ambiguous [50]. 

Transnational players such as IBM, Microsoft or Tensor Ventures are also active in the Czech Republic. However, 

most of the activities of the domestic academic sphere are apparently concentrated in the area of basic and not applied research 

(Palacký University). For the purpose of coordinating the involvement of domestic actors in national and international 

quantum projects, the National Initiative for Quantum Technologies was established, but its activities apparently stagnated 

around 2020. The initiative is linked to a roadmap that describes activities at individual workplaces. Some plans look 

promising, but many have not been translated into applied form, let alone commercially successful results [9, 51–53]. 

The vision of the reform of the transfer of knowledge and technology, mentioned in the text of the Program 

Statement of the current government, is related to the topic. According to the prime minister, the country must try to gain a 

strategic advantage in many relevant fields, since quantum technologies are not explicitly mentioned [54, 55]. 

The National Office for Cyber and Information Security resisted the task in the mentioned area for about  

a year, until the government assigned it to it through an official resolution. However, the state lacks experts in this field 

anyway [56–59]. 

When Minister of Defence Jana ČERNOCHOVÁ presented the priorities of the Ministry of Defense of the Czech 

Republic for the year 2022, the key word was modernization. “We want to complete key modernization projects. Autonomous 

combat systems, quantum technology, biotechnology and artificial intelligence must be key for us” [60]. 

 

7.2 Slovakia 

 

The Government of Slovakia in collaboration with private sectors and academic institutions, has initiated several 

projects aimed at developing quantum computing, sensing, and cryptography solutions [61, 62]. These efforts are supported 

by strategic partnerships within the European Union, notably participating in the European Union Quantum Technologies 

Flagship program [28], which facilitates the development of quantum technologies across the Europe. 

The main coordinator of the project is the Institute of Physics of the Slovak Academy of Sciences, which plans to build 

the southern and northern branches of the national quantum communication layer in the coming years. Other involved institutions 

are the Comenius University in Bratislava; Department of Electrical Engineering of the Slovak Academy of Sciences; Institute of 

Experimental Physics of the Slovak Academy of Sciences and the International Laser Centre [5]. 

Slovakia used the experience of the recent quantum transmission of encryption keys between Vienna and Bratislava 

as well as cooperation with various European research institutions. Slovakia received funds from the Digital Europe program, 

launched by the European Commission at the end of 2021. This is how part of the supporting quantum communication layer 

of the future European quantum internet was built. The project is part of the innovation plan under the auspices of the Ministry 

of Investments, Regional Development and Informatization of the Slovak Republic. The uniqueness of the proposed approach 

is also the creation of own experimental-technological expertise in the field of quantum technologies in the direct involvement 

of national scientific teams, students and private companies [63, 64]. 

In January 2023, the Slovak Quantum Communication Infrastructure (skQCI) European Union project was 

launched. Its main goal is to build a quantum communication infrastructure that will connect 12 academic institutions from 
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across the country. In addition, connections with neighbouring countries or quantum transmission of encryption keys using 

satellites arise. The creation of a highly efficient photon detector is planned, to be tested in the created communication 

infrastructure with a wide spectrum of use, practically in every field of quantum technologies [5]. 

The national strategic research agenda for quantum technology [65] is being shaped by Slovak National Centre for 

Quantum Technologies (QUTE). QUTE long-term strategic vision is to prepare Slovakia for the quantum industry. The 

QUTE Centre has been instrumental in establishing an environment that boosts Slovakia's capacity for competitive and 

excellent research and innovation in quantum technology. As a contributing member of the QUTE Centre, the Slovak 

Academy of Sciences is involved in several key initiatives: [66, 5] 

• Developing an educational program [66] and founding eduQUTE, an international training centre. 

• Establishing iQUTE, a virtual institute of quantum technologies that consolidates various research teams. 

• Building the quantum communication infrastructure, netQUTE, as part of the EuroQCI European initiative, and 

developing a single-photon detector tailored for netQUTE's requirements [67]. 

In addition to local research hubs, Slovakia benefits from its collaborations with international entities and 

neighbouring countries. These partnerships help in sharing knowledge, joint research initiatives, and in securing funding for 

expansive projects that further the defence-oriented quantum research [68, 69]. 

One of the most compelling applications of quantum technology in defence is in the realm of quantum cryptography. 

Slovakia is involved in the development of quantum key distribution systems (QKD), which provide theoretically 

unbreakable encryption for secure military communications [65].  

Another significant area is quantum sensing, where research teams are working on quantum radar and other sensing 

technologies that could potentially detect objects invisible to conventional radar systems. These technologies are crucial for 

surveillance and reconnaissance missions, providing a tactical advantage in defence operations. 

Despite the promising developments, the road ahead for quantum technology in Slovakia's defence sector faces 

several challenges. These include high investment costs, the need for specialized human capital, and the rapid pace of global 

quantum technology advancements, which Slovakia must keep up with. Furthermore, ethical considerations and international 

regulations on quantum technologies in warfare need continuous attention [70, 71]. 

 

7.3 Austria 

 

Austria is one of the countries where quantum research is developing the most. Success in this field is evidenced by 

the fact that Austrian quantum physicist Anton ZEILINGER received the 2022 Nobel Prize in Physics. Rainer BLATT 

founded the Institute for Quantum Optics and Quantum Information in Innsbruck already in 2003 [72]. 

Important activities in this field in recent years include, for example, The Austrian Quantum Technology Initiative 

in 2016. Austria launches the national research ad development funding programme for quantum research and technology 

with a budget of 32,7 million EUR over 2017-2021 [73]. 

In 2021, Austria launched the Quantum Austria research campaign. This is an initiative of the Federal Ministry for 

Education, Science and Research. Austria is investing 107 million EUR into expanding quantum research and technologies 

using the Next Generation European Union recovery and resilience plan funds [74, 75]. 

Other important documents in this area include Austrian Research Infrastructure Action Plan 2030, which focuses 

on expanding research infrastructure and participating in European and international large-scale research infrastructure. The 

strategy is to strengthen Austria's international position in this area [76]. 

In Austria, several institutions are devoted to quantum technology. The Vienna Centre for Quantum Science and 

Technology (VCQ) undoubtedly belongs to the essential institutions in Austria, and it is one of the largest quantum hubs in 

Europe. There are integrated 31 research groups from the University of Vienna, the Technical University Wien, the Austrian 

Academy of Sciences, and the Institute of Science and Technology Austria [77]. 

In December 2023, Austria’s cluster of excellence for quantum sciences was launched. It comprises more than sixty 

research groups in Innsbruck, Vienna, Linz, and Klosterneuburg [78]. 

The QCI-CAT consortium is building the Austrian national project of the European Commission initiative EuroQCI. 

It is a team made up of scientists from five universities, major industrial partners and with the support of relevant ministries. 

The consortium brings together a mature ecosystem of technology suppliers, integrators and operators, and finally end users, 

which will enable the project to carry out its activities as close as possible to the actual operation of secure quantum 

communication networks. The project aims to adopt modern encryption technology for highly secure communication between 

public authorities. In addition, new technological approaches, such as the combination of post-quantum encryption, are being 

researched 79–81]. 

The association Quantum Society Austria was founded in 2022 in Vienna, Austria. A platform brings together 

experts of various levels in the field of research and practice [42]. 

Austrian Institute of Technology is part of the QUARTZ consortium, which is developing the quantum key 

distribution satellite system and service architecture. This includes the service, underlying technologies, and ground-based 

end-to-end testing. The technologies will also be used in security and the military. Other international institutions from 

Germany or the Czech Republic participate in the project. The Austrian Armed Forces are also involved in this project, with 

aim to use quantum technologies, especially in cyber defence, digitalization and autonomous systems [82]. 

Austria is cooperating with People’s Republic of China on quantum technologies even though, for example, the 

United States of America are trying to eliminate China's approaches to these technologies. In 2017, Austrian and Chinese 
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scientists created a quantum communication link between Beijing and Vienna using the Mozi satellite. This satellite was also 

used to connect People’s Republic of China and Russian Federation in 2023 [83]. 

 

7.4 Hungary 

 

Hungary has been among the first European countries with a programme for quantum technology. The first flagship 

programme was Hungary Quantum Technology – HunQuTech (2017-2021). Hungary also became a member of the European 

Union's Quantum Flagship, a large-scale initiative launched in 2018 that involves developing quantum technologies across 

Europe over a ten-year period (funded under Horizon Europe) [84, 85, 28]. 

In 2020, Hungary launched the National Laboratories programme [86]. National Laboratories are conceived as 

knowledge centres and scientific hubs in areas with high potential for the national economy. National Laboratories are 

dynamic, institutionalised, collaboration-based arenas of discovery and experimental research that open up new, international 

dimensions and enable the social, economic and environmental utilisation of research results. As a key vehicle for 

international collaboration in quantum technologies in Hungary, QuantERA plays a crucial role in coordinating and funding 

research projects that span various aspects of quantum technologies, including quantum communication, quantum simulation, 

quantum computation, and quantum sensing. QuantERA not only amplifies Hungary's presence in the global quantum 

technology scene but also aligns with the country's broader goals of enhancing its scientific and technological infrastructure 

[67]. 

The Quantum Communication Infrastructure (QCI Hungary) project, officially known as the Deploy Advanced 

Quantum Communication Infrastructure in Hungary, is a significant initiative under the European Union's Digital Europe 

Programme, aimed at establishing a robust quantum communication infrastructure across Hungary. The overarching goal of 

this project is to integrate Hungary into a larger pan-European quantum network, enhancing the country's technological 

infrastructure and its position within the European Union's strategic communications framework. QCI Hungary seeks to 

connect Budapest, with three other major cities (Győr, Nagykanizsa, and Szeged) laying the groundwork for potential future 

expansions into neighbouring countries (Austria, Slovakia, Slovenia, Croatia, and Romania). The infrastructure within 

Budapest will include a metropolitan quantum network designed to serve multiple applications, supported by commercially 

available quantum key distribution (QKD) systems [68]. 

Through these efforts, QCI Hungary aims not only to advance quantum communication technology but also to secure 

a leading role for Hungary in the European quantum landscape, enhancing both national security and technological prowess. 

 

7.5 Slovenia 

 

The Ministry of Public Administration of Slovenia promotes the concept that the European Union must remain a 

global superpower when it comes to investing in quantum technologies. The country declares an effort to make new 

technology to be safe and serve society as a whole, both in space and on Earth [60]. 

One of Slovenia's key strategic documents is the Digital Slovenia 2030 Strategy, which is devoted to developing 

quantum technologies [87]. 

In 2019, Slovenia signed the Declaration on Cooperation Framework on Quantum Communication Infrastructure 

[88].  

In 2021, Slovenia, together with other countries, signed the Quantum Future Declaration. This initiative aims to 

achieve the same level of quantum technology cooperation as developed Western European countries by fostering 

cooperation on these technologies between countries that have not yet made significant progress in this area [89]. 

In 2021, a demonstration of quantum communication between three countries took place: Italy, Slovenia and Croatia. 

It was Encrypted audio-video communication among Trieste, Ljubljana and Rijeka [90]. 

In May 2023, Google launched quantum tech centre in Ljubljana. The centre is devoted to research, but also 

educational activities. For example, students can carry out their PhD research in the most advanced quantum laboratories, 

mostly across Europe [91, 92]. 

Important research centres in quantum technologies include the Jozef Stefan Institute, Faculty of Mathematics and 

Physics, University of Ljubljana. The Institute mainly deal with quantum-enhanced devices and their applications in quantum 

computing, quantum simulations, quantum communication, and quantum metrology [93].  

University of Ljubljana in general is working on a project called the Slovenian Quantum Communication 

Infrastructure Demonstration. The project addresses the implementation of a quantum network between research and 

government organizations in Slovenia. In addition to the technological focus, the project also focuses on preparing experts 

and training key personnel [94]. 

 

8. Results of the Investigation 

 

The topic of quantum technologies may very soon represent a nemesis for modern civilization. It is in the interest 

of the Euro-Atlantic states not to fall behind in this area, including related military use. Any recommendations in the 

monitored area imply the need to invest considerable resources and acquire qualified personnel, which is very difficult at a 

time when there are a number of parallel social ties. 
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The complexity and comprehensiveness of quantum technologies require cooperation on two levels. The first level 

is undoubtedly the cooperation of the state sector, scientific organizations, defence and multinational companies. Without the 

connection of these entities, it isn't easy to imagine achieving positive results. As we have already shown in the mapping of 

the individual states of Central Europe, cooperation is already intensively underway. The second level is cooperation between 

individual states, resp. cooperation within international organizations. With regard to the security aspects of these 

technologies, cooperation based on North Atlantic Treaty Organisation, or the European Union is crucial. Ensuring 

technological superiority in the coming years is a big challenge for the United States, resp. North Atlantic Treaty Organisation 

and the European Union.  

 

 
 

Fig. 1. Gradually focused heat map regarding the distribution of capacities for solving tasks related  

to quantum technology according to the European Union Quantum Flagship platform [94].   

 
 

Fig. 2. Gradually focused heat map regarding the distribution of capacities for solving tasks related  

to quantum technology according to the European Union Quantum Flagship platform [94].    
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On the other hand, the effort to join forces within international organizations is reaching its limits, when some 

member states of the European Union and the North Atlantic Treaty Organization on the other side even today see the 

potential for cooperation with the People's Republic of China or even the Russian Federation in the field of quantum 

technologies. In several places, there is mention of the phenomenon of disinformation, for which quantum technologies 

represent a much greater opportunity – regarding its creation, dissemination and targeting, than for its suppression. Separately, 

the topic of quantum technologies is mentioned regarding the development of new drugs or in estimating the development of 

the economy (stock prices), which are again agendas with a high degree of potential abuse. In this respect, quantum 

technologies also bring many societal risks and will gradually become a significant topic. 

Gradually focused heat map regarding the distribution of capacities for solving tasks related to quantum technology 

according to the European Union Quantum Flagship platform [94] is presented in Fig. 1. and Fig. 2. It is obvious that the 

observed five countries are in this respect, with the exception of Vienna, rather peripheral [95]. 

 

9. Conclusions 

 

Quantum technology represents a relatively new solution, the anchoring of which at the level of states and relevant 

international organizations represents a very pressing challenge, especially in light of the sharp deterioration of the 

international security situation. Central European countries are significantly involved in this area and are achieving interesting 

results in it. Mastering the issue can thus be a decisive advantage in the event of a possible conflict, or rather play a role in 

the related deterrence. On the contrary, failure to master the topic can become a significant weakness, degrading the potential 

of a certain actor's security system. 
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