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Abstract

We construct and study an information warfare model, with an internal conflict integrated into it (interregional migration)
based on the example of the Lotka-Voltaire model with cyclical migration, as well as its research using a software tool. For
this purpose, the behavior of the spread of one and several information threats within the same community is described, the
principle of conflict is described, a model is built and its behavior is studied on various examples, and conclusions are drawn
regarding the importance of the influence of internal conflict on the model and regarding methods of predicting the results.
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1. Introduction

Nowadays humanity has reached a new stage of its evolution — the so-called “information society”. It is characterized
by a sharp increase in the importance of the information sphere. And everything that is important to one degree or another
creates new threats and dangers. With the emergence of the information sphere and its ever-growing role in our lives, there
was a need for its regulation and, most importantly, its protection.

Therefore, the issue of information security is quite important now. Existing information dissemination technologies
open up a huge space for the dissemination of various information, including harmful information in the form of propaganda.
That is why, during the last decades, tasks to ensure the information order (information security) began to come to the fore.
Their list includes problems related to determining the sources, nature, and mechanisms of the emergence and distribution of
information flows, as well as various related tasks.

As we know, information can be of a different nature and with sufficient resources, it can be directed and used for
various purposes, which are not always positive, but often on the contrary — have harmful and dangerous consequences. A
proper understanding of the operation of information dissemination mechanisms is required for proper countermeasures
against such threats and timely neutralization of negative effects, or their weakening. At the moment, there are a small number
of really effective approaches that produce results. One of approaches is modeling.

The purpose of this work is to first study the model of informational struggle, which is based on the article [1]. The
concept of conflict and one of the options for its implementation between indestructible rivals in the form of interregional
migration will also be separately considered, in which we will refer to the article [2], [3], [5], [7], [9]-

Papers [4], [6], [8] and [10—14] describe, respectively, the basic principles of the theory of continuous evolutionary
models with impulse perturbations, and the actual continuous model of information warfare model. And the main task will
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be the creation of a complex system that will describe the model of information struggle with internal conflict integrated into
it (interregional migration) based on the example of the Lotka-Voltaire model with cyclic migration, which is described in
[2], as well as its research using a software tool. In the examples (Fig. 4—19), we will conditionally divide the territory into
four regions and examine the model's behavior at various coefficients and with different migration directions.

2. “Classic” information warfare model

Let us start with setting the problem in the simplest case [1]. Let us have a social community with the number of
Ny, potentially susceptible to the influence of two information streams dissimilar in their content (in the extreme case,
information of type 1 (I;) and type 2 (I,) are diametrically opposed to each other). We assume at the time t, = 0 two sources
of different information simultaneously begin to broadcast it, as a result of which both information flows spread among the
community.

Since I; and I, are not similar to each other, this process can naturally be considered as an information struggle
(competition, rivalry). Our goal now is to build a mathematical model of this struggle, from which it would be possible to
obtain the dynamics of its development over time (that is, the dependence on time t of the values N;(t) and N,(t) — the
number of “adepts” who perceived information, sources “1” and “2”), as well as determine its final result - "winner" or
"loser". The winner will be considered to be the one who, by the time the studied community is fully covered by both types
of information, has managed to spread his information among a larger number of community members than the opponent,
i.e. a value greater than N, /2.

Basic model assumptions. 1) Each of flows I; and I, is distributed among the community through two information channels:

a) the first of them is “external” in relation to the community. The speed of information propagation through this

channel for I; is characterized by the parameter @; > 0, and for I, - by the parameter @, > 0, which are considered
independent of time;

b) the second — “internal” channel - interpersonal communication of members of the social community (its intensity
for I, is characterized by the parameter §; > 0, and for I, — by the parameter 8, > 0, which are not dependent on
time). As a result of such communication, the adepts already recruited by the idea “1” (their number is equal to the
value of N;(t), influencing the members who have not yet been recruited (their number is equal to the value of
(Ny — N, (t) — N,(t)), contribute their "personal" contribution to the recruitment process. In the same way, the
adepts recruited by the idea ‘“2” (their number is equal to the value of N,(t)), influencing the members who have
not yet been recruited (their number is also equal to the value of Ny — N;(t) — N,(t)), contribute their “personal”
contribution to the recruitment process.

2) The rates of change in the number of followers N; (t) + N, (t) (that is, the number of which was recruited in a unit of time
I, and I,) consist of:

a) rates of external recruitment (they are proportional to the products of parameters o; and «, on the number of active
members (N, — N, (t) — N,(t)), i.e. values a; (N, — N;(t) — N,(t)) and a, (N, — N;(t) — N,(t)), respectively for
I; and I;

b) rates of internal recruitment (they are proportional to the products of the parameters §; and B, on the number of
active followers N; (t) and N, (t) and on those not yet recruited (N, — N; (t) — N,(t)), that is, the values of 8; N; (t)
(Ng — N1 (t) — N,(t)) and B,N,(t) (N, — N;(t) — N,(t)), for I, and I,, respectively.

The number of not-yet-recruited members of the community is equal to N, without members who have already received not
one, but both types of information (that is, the sum N, (t) + N,(t)), should be subtracted. As in item 1, the parameters
a4, 05, B; and B, characterize not only the intensity of informational influence, but also the tendency to perceive it at the
same time. Thus, the part of the community not yet recruited by the time t (its hypothetical “average statistical” representative,
initially neutral in relation to both I; and I,) accepts information faster if the values of a4, a5, f; and 3, are larger. At the
same time, even if the influence of [ is clearly greater than that of I, (i.e. &y > a,, f; > [,), some members of the community
still accept I, (i.e. there is no complete monopoly of one type of information over another).
Summarizing assumptions 1 and 2, we get the model [1]:

S = (e + BN () (N — Ny() = N (D)), Ny (g = 0) = Ny (0) = 0 ]
2 - (az + BzNz(t))(No =Ny (t) - Nz(t)); N;(to =0) = N,(0) =0 W

ac

The system of nonlinear ordinary differential equations (1) (autonomous dynamic system of the 2nd order) is the
initial model of the researched process. From it, given the known parameters N, a4, 51, &5, B, and the initial values of the
quantities N; (0) and N, (0), it is possible to analytically or numerically find all the required characteristics. Dividing the

second equation (1) by the first, we get:
dN; _ az+B2N2

= 2

dNy  ag+B1Ng

Hence, we find the joint solution of system (1) in the form of an integral:
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B2
B2N,(t) = C(a’1 + .31N1(t))ﬁ1 —ay (3)
ay + B,N,(0)

C =
B2
(ay + BN, (0))Pr
In particular, with zero initial data (N, (0) = N,(0) = 0) the integration constant is equal to C = %, and we have for the
a?l
equation’s solution
B2
B2 B &
=N =(1+=N0O)) -1 4)
a; aq

We also note that it is possible to find a condition for the victory of one type of information over another by
introducing the "victory" function V; [1]:
Vi = Vi(ai' Bi' Nl(o)' No),i = 1;2;

where

i 2a;

-1
N, N; (0
v Bl_ln((Hﬁl ) /(s | i€ )))
2a
Then the participant with the highest value of the victory function will be considered the winner.

3. Examples of the behavior of models in the simple cases

For clarity, we will use a discrete-time model. To do this, we will use the definition of the derivative:
dN; AN _ NIV - NT)
dt At 1
where n € (0, ) is time. We received a discrete form of the model of information struggle (1):
N = (aq + BoN)(No — NP = NP) + NV
N = (ay + BN) (N — NP = NJP) + NP

®)

Next, we consider several illustrative examples that demonstrate the behavior of the model for various parameters.

-- type 1l
- type 2
—— the total number

25000

20000

15000

adepts

10000

] 500 1000 1500 2000 2500 3000 3500 4000
time

Fig. 1 Model example 1
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Consider the behavior of a model with non-zero initial numbers of followers N;(0) = 289, N,(0) = 326, N, =
26840 at parameters values: a; = 0.000015, a, = 0.000025, 3, = 0.00000011, 5, = 0.000000089355. With the help of
computer support, we will build a graph and calculate the values of the victory functions
V, = 3.177659836624433 - 1078
V, = 2.865215480796103 - 1078
As we can see from Fig.1, the values of the victory function coincided with the results — type 1 information won the fight.

- typel
20000 type 2

—— the total number

17500

15000

12500

adepts

10000 1

7500

2500

o 250 500 750 1000 1250 1500 1750 2000
time

Fig. 2 Model example 2

a; = 0.0001, 2, = 0.00001, 8; = 0.0000002, 8, = 0.00000045, N,(0) = 0, N,(0) = 0, N, = 20000

V, = 6.569174775061021 - 1078

V, = 7.363207148164498 - 1078

This example 2 shows a slightly different scenario of the model's behavior: although the final result indicates a clear

victory of type 2, at the beginning type 1 held the lead, which indicates the possibility of a change of leadership at any time
until the community is covered by followers. It is easy to imagine a situation when information about the intermediate
behavior of the model can be important, which even in the case of such a simplified model of the information struggle,
suggests that the victory function is not such a useful tool compared to modeling.

-- type 1
200007 ..... type2
—— the total number

17500 4
15000 4

12500 1

adepts

10000 4

7500 4

2500 4

0 250 500 750 1000 1250 1500 1750 2000
time

Fig. 3. Model example 3
a; = 0.0001, @, = 0.00001, 3, = 0.0000002, 8, = 0.00000039326, N;(0) = 0, N,(0) = 0, N, = 20000

V, = 6.569174775061021 - 1078
V, = 6.57959947580904 - 1078
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In case of example 3, type 1 dominated for a while but eventually caught up with type 2, which was “predicted by
the win function.” Parity is established, but should intermediate values be completely ignored? If there was a clear lead for a
certain period of time, and then there was no one, then did type 1 not get some other achievement besides winning.

Any, including intermediate values, can be important in various tasks, especially when it comes to information
security [15,16]. But in any case, it can be said with certainty that it is the modeling of behavior over long intervals that brings
the desired results and that the final value does not even come close to describing the general behavior.

4. Model of conflict interaction between complex systems

By conflict we will understand a physical system consisting of at least two substances (opponents) A and B, and a
certain field of common interests () (the field of common interests consists of “positions”, each of which at one moment in
time can belong to only one substance or be free), which they are interested in capturing [2], [3]. We consider one of the
simplest variants of a complex system, in which the field of common interests is divided into a finite number of separate
regions (;: Q =UjL; Q;,n < co. The goal of each of the opponents A and B is to own as many positions as possible in Q.
This means that A and B can be described by vectors with non-negative coordinates: A = (4, ..., 4,), B = (By, ..., By),
A;,B; = 0,i =1, ...,n, and their initial values describe the starting positions of the opponents and can be both zero and non-
zero. At the same time, the numbers A4;, B; give the quantitative characteristics of the corresponding substances in (; at any
moment in time.

The change of vectors A and B caused by conflict interaction gives rise to some dynamic system in discrete time:

(AN BN} S (AN*1, BN+ N = 0,1, .., (6)

where A° and B? characterize the substances at the initial moment of time.

The reflection * denotes the law of this conflict interaction between substances, which is generally unknown. Here
we will define it according to our intuitive understanding of the physical meaning of substances A and B within the framework
of our problem and according to the conditions imposed by the studied model.

As we wrote earlier our goal is to describe the model of information struggle with internal conflict, by which we
understand some interregional interaction as migration, following the example of the Lotka-Voltaire model with cyclical
migration [1].

To describe the principle of migration, which will be the law of interaction between substances (within the
framework of this problem), we will use the model of conflict interaction in a discrete-time system between two indestructible
rivals [3] (the indestructibility of rivals is an important condition, the satisfaction of which corresponds to the assumptions
of the model information struggle). We are especially interested in the rule of redistribution of values, described by the

formula of non-linear and non-commutative conflict interaction between two vectors, which we will use later.
(n+1) _ pa (1+vr™) 7

p; = 1+YZ§=1Pi(n)Ti(n) (7

This formula describes the change in the quantitative values of the substance p in the regions under the influence of
the substance r with a certain coefficient in the field of interest (the total amount of the substance does not change). The result
of such an interaction depends on the distribution of substances and the coefficient of their interaction. In the framework of
the indestructibility of opponents, this interaction is reduced to the movement (outflow) of substances from one region to
another. The magnitude of this outflow depends on the value of the intensity coefficient ye[0,1], and its sign indicates the
direction of movement relative to the magnitude of another substance in the regions. These coefficients do not necessarily
have to be equal for the interaction of p with r and r with p, as they describe independent outflows. That is, the first substance
can interact with the other more than the second with the first, which makes this formula more universal. With a positive
intensity coefficient during the interaction of substances p with r (which is described by formula (2)), some part of substance
p in all regions will flow to places where there is more substance r and vice versa. For example, in the case of two regions,
in the region with a larger amount of r, the amount of p will increase, and in the second, where it is less, it will decrease by
the same amount. With a larger number of regions, the redistribution is less obvious, but the idea of the principle remains.

It is also worth remembering that as a result of such interactions, the total value of each region (); = substance r +
substance p + free positions, but not (1, can change at each moment of time.

In formula (7), normalized (stochastic) vectors are used for calculations. And since we use natural numbers to
describe the amount of substance (members of the community), before and after calculations, the necessary vectors must be
normalized and denormalized accordingly:

pi=z=3p ®)
pi = Piz &)

where [ is the number of regions, p; is the absolute amount of substance p in the region i, and we is a normalized vector.

Since the basis of our model is still the model of informational struggle within a certain community, we are forced
to impose a number of intuitive conventions in order to preserve the possibility of further complicating the model for practical
application.
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As it was said earlier, the parties to the conflict are 2 types of information I; and I,, the field of interests will be a
conditional community. Next, let us "settle" our community on some territory and divide it into regions. This, in addition to
satisfying the necessary conditions for the integration of the conflict in the model, brings the problem closer to real practical
conditions. Each element of such a community, according to the assumptions made in section 1, can be an adept of
information of one of the types or a so-called neutral personality - a neutral. The conflict interaction itself will take place at
each moment of discrete time. Adepts of information, as well as the neutrals themselves, will be interacting substances,
respectively. However, this is not a conflict between three equal players, since neutrals also play the role of a field of interests,
but a conflict between adepts of different types of information and at the same time — a conflict between all adepts and
neutrals (because it is natural to assume that neutral members of the community also have respond to changes). Therefore,
we will divide the entire interaction into two stages:

() The conflict between neutrals and adepts of information in general
(IT) Conflict between adherents of different types of information

During the first stage, the redistribution of the vector of neutrals N, will take place under the influence of the vector
of the sum of followers in each region N, ;) and the coefficient a, and the vectors N; and N, will be influenced by the vector
of neutrals and the coefficient y (if necessary, you can use different interaction coefficients, but we will limit ourselves to
one). In the second stage, a standard conflict between two players will take place: the vectors of followers are redistributed
under the influence of the opponent's vector and the coefficient  (as above, we can take the coefficient for each interaction).

We will fix the state of our system by three vectors and a moment of time: Nl(n) = (Nl(;l), . Nl(in)), NZ(n) =

(Nz(il), ...,Nz(?) ) are the distributions of the number of all persons, NO(") = (NO(;I) , ...,Né?)) is the distribution of neutral
persons, (Né") =N® - Nl(") — Nz(n), where N ™ with non-negative coefficients, n = 0,1, ... describes discrete time, i € N,

is the number of the conflict region.
The schematic evolution of the vectors will look like this:

( 2) information war fare model ) ) the conflict of adepts and neutrals (n”) (n”)
Nln)(NZ( ) Nln (NZn ) Nl (NZ )

the conflict of adepts and neutrals

(n+1) (n+1)
N; (N, )
) information warfar model (n’)the conflict of adepts and neutrals N(n+1)
0 0 0

where n' and n'’ mean intermediate moments of evolutionary cycles.
The general algorithm of the program during one round in the cycle will be as follows: First of all, we recalculate
the vectors of adepts 1 and 2 of the information type coordinately according to the formulas from chapter 2:

N = Gy + BNV = N = NED) + N

NG = (@ + BN YN = NP = NEP) + NG

Ngp =N = N = Ny

I(\h?;(t, we will conduct a conflict interaction between all adepts and neutrals. To do this, we first form the vector of
N

14z = Nl(n ) + Nz(n ) (addition is coordinate-wise). We will describe this conflict with the following transition:

Nl(nl) Nl(n”)

adepts

Nz(nl) i Nz(nu)

No(nl) N(gnll)

where A consists of three operations that we described earlier: A = D~! = D, D and D~ normalization and denormalization
operations, respectively (formulas (8) and (9)), and * is the law of conflict interaction. Therefore, calculations will be made
according to the following formulas:

) ) ) (€))] 1) )
(n+1) _ Nz? (1 + aN1:-12i) G _ N1in (1 + VNO? @) _ Nz? (1 + VNO? .
i T TICINCR A oy N T T oG = ]
1+yzi=1NOi N1+2i 1"'VZi:lNli Noi 1"'Vzi=1Nzi

Now we need to conduct a conflict between different adepts:

N1(n”) B N1(n+1)
m 7\ L me) )

NN,
B=D"1%D
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Here by * we understand the following redistribution:

M (") oy N (1)

N(n+1) _
- " 1y t¥2q [ "
L+ B NN 1+ Bl Ny NG

1i

After that, we will recalculate the vector of all persons by region and finish the round.

5. Examples

In this section, we will consider the behavior of the created model by simulating its behavior with the help of the
program. For greater visibility of the influence of internal conflict on the model of information struggle, we will take the
parameters for the basic model from example 1 (Fig.1). It described an unequivocal victory of type I;, both by the value of
the victory function and by constant leadership.

Let the number of regions I be 4 and the initial distributions are as follows: Nl(o) = (31,97,73,88), NZ(O) =
(34,94,122,76),N© = (6746,3464,9790,6840) (N,(0) = 289,N,(0) = 326, N, = 26840). And then we will
consider the behavior of the model with different coefficients of conflict interaction and, most importantly, with different
signs because although the magnitude of the interaction is important, it is not as much as the direction of migration.

=== type 1
— type 2
25000 neutrals

20000

15000

adepts

10000

5000

o 2500 5000 7500 10000 12500 15000 17500 20000
time

Fig. 4. General behavior of the model
5.1. The case with zero coefficients

First, consider the case when all coefficients a, 8, y are zero — that is, there is no conflict, but the division into regions
remains.

7000
----- type 1
—=—= type 2
6000 A
neutrals
5000 A
¥ 4000 A
[=%
7
b= - e T T T T T T T T T T T T T T T
© T
3000 oo
P
o7
"
2000 - e
Pt
P
Pt
e
1000 - s
”~
P
o2
2
o{ -7
(o] 2500 5000 7500 10000 12500 15000 17500 20000

time

Fig. 5. Region 1
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adepts

..... type 1
3000 { ~° bre2
neutrals
2500 A
2000 A
g J——
< R
© 1500 4 o
1000 A
/’
500 A PO
Vol
ﬂ"(. —
0+ —_—
(I) 25I00 50;30 TSIOO 10600 12500 15600 175IOO ZOIOOO
time
Fig. 6. Region 2
10000 A
----- type 1
=== type2
neutrals
8000 A
6000 A
’::l-_-:.'.' ...................................................
I_'
4000 ,’
4
2000 A
o -
0 2500 5000 7500 10000 12500 15000 17500 20000
time
Fig. 7. Region 3
7000
..... type 1
—-—-= type2
6000 4 neutrals
5000 A
2 4000 A
S L N
b= L L L L
s T —————————
3000 -
2000 A
1000 A
04 —_—

6 25|00 50'00 TSbO 10600 12500 15600 17SIOO 20600
time

Fig. 8. Region 4
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According to the absence of conflict, we obtained four independent models of information struggle (Fig. 5—8), which
in turn affect the behavior of the model as a whole depending on its size, which can be seen in the graphs. Despite the slight
advantage of I, in regions 1, 2, and 3, with the third region being the largest among all, it was still not enough to overcome
the larger victory of I; in region 4. Therefore, overall, as we can see, the victory belongs to I;, although this time, only within
1%.

This coincided with the result in section 1, but it is more of a coincidence because the behavior of the model is
significantly different — there is a change of leadership and the final results differ by 1%. For clarity, if only the vector Ngo) =
(104,24,172,26) is changed, I, victory can be obtained, with a larger permanent advantage without changing the leadership
(Fig. 9).

type 1

—type 2
25000 1 neutrals

adepts

10000 1

5000 10000 15000 20000 25000 30000
time

Fig. 9. General behavior of the model

However, this does not mean that the results of such a model cannot be predicted. For each region, it is enough to
find the value of the win functions for each type of information and, taking into account the size of the corresponding region
relative to the size of the entire community, calculate the corresponding total values.

5.2. The case with “natural conflict”

Now we take the coefficients in such a way that Adepts migrate to regions with a large number of Neutrals but few
rivals in order to be able to recruit more individuals, and Neutrals migrate to regions with few Adepts in order to “have a
calmer life.” For example, « = —0.75,8 = 0.5,y = —0.8

--- type 1
— type 2
neutrals

adepts

0 2500 5000 7300 10000 12300 1500 17500 20000
time

Fig. 10. The behavior of the model
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Fig. 12. Region 2
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Fig. 13. Region 3
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— type 1
250004 lypei
neutrals

20000

i | N wm

10000

adepts

|

0 2500 5000 7500 10000 12500 15000 17500 20000
time

Fig. 14. Region 4

This time the results are much more interesting. From the general behavior of the model (Fig. 10), it can be seen that
the second type of information won by an absolute margin. It can also be said that at the beginning I; still held the leadership
for some time, until its growth rate decreased significantly, and in I, on the contrary, it increased strongly. And in general,
in contrast to the model of information struggle, the growth rates here vary, which is clearly visible in the first third of the
graph.

Now let us analyze the situation in each region in particular. First of all, it should be said that the third region almost
immediately ceased to exist — all its resources were distributed among other regions at the very beginning, despite the fact
that it is the largest among all.

In the other three regions, migration fluctuations occur throughout time, which only in the case of region 1 faded
over time. In their behavior, four parallel stages for each region can be distinguished.

The first of them lasted from time 0 to = 2900. During it, neutrals constantly migrate between these three regions,
and at certain times they completely emigrate from each region, but return after some time (this is especially noticeable in
region 2 and 4). At the same time, there is a rapid increase in the number of followers of the two types in each region.

The second stage ended around the time of 4500. During it, each region was dominated in the number of adherents
of one information. What is more, all the neutrals emigrated from region 1 at this stage (which later returned), and I, adepts
appeared instead. Although there was no competition for them here, the lack of neutrals also prevented them from spreading,
which lasted until the end of the stage. This was the reason for the decline in growth, which in the future led to losses. In
regions 2 and 4, the situation is completely opposite. Thanks to additional neutrals from region 1, I, adepts, despite little
competition, were able to significantly expand their ranks, which explains the sharp increase in their pace.

The third stage is the longest, it ended around 15300. Here, all neutrals will already be recruited, and therefore the
winner will be determined, which can be seen on the graph of the general behavior. However, within individual regions,
everything is not so obvious. Adepts still migrate between regions, and the only thing that speaks of the superiority of I,
adepts is the larger amplitude of oscillations in all regions and the almost complete displacement of I; in region 1 in the
segment (7600;12100).

Only during the last stage, the behavior of the model become stable in all regions. In regions 2 and 4, the leadership
is finally secured by the followers of I,, and the migration fluctuations of [; fade away, going to zero. Region 1 is completely
anchored by adepts I;, whose quantity fluctuations also fade, but at the level of 10528, which is their final value. The
oscillations of I, did not disappear, which can be explained by the presence of two regions for migration, where they
dominate, as well as by different periods of oscillations that did not coincide.

The cases when the coefficients a > 0 and § < 0 (as well as a = 0 and § > 0) are essentially analogous since they
mean that neutrals migrate to places where there are more adepts and adepts to where there are few neutrals. Although this
does not correspond to natural conflicts, it fully supports migration. The sign of y in a certain sense will also not change the
model much, as it does not affect the interaction with neutrals. The behavior of the model will of course change, but the
oscillatory migrations, like the example above, will remain.

5.3. The case a,y >0, >0

It can be interpreted as the migration of neutrals to where there are many adepts, and the adepts to where there are
many neutrals, and the adepts themselves also migrate to where there are many competitors. Briefly, this behavior can be
described as migration.
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Fig. 15. The behavior of the model

It was established experimentally that for this model of information struggle, regardless of the values of the
coefficients, if they are positive, the model behaves practically the same, namely:

The behavior in the regions resulted in the outflow of all resources to region 3 in a small number of cycles, which
turned the model into a standard information struggle model.

There is nothing surprising in this, because, according to the parameters, all community members moved toward
each other. Since the most significant region is the third, it became the goal of migration.

If o, B > 0, and y < 0, then the model behaves in the same way, except for the case when —1 <y < I''T'= — 0.5
(the value of I was determined experimentally and requires further clarification and research). Then, the model again behaves
relatively the same, regardless of the coefficients a and 3. However, now due to the conflict between followers, some part of
I, instead of migrating to region 3, migrated to the empty region 4, where they remained (information threat propagation
model). This allowed I, to win in the main region 3, which still held practically the entire community. When increasing |y|
the part of I; that did not migrate to region 3 also increases, while at y = —1 the adepts completely separated in regions 3
and 4, thereby forming two models of information threat propagation.
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Fig. 16. The case when o, > 0,y < 0

54.Thecasea <0, < 0

The interpretation of such an example is as follows: neutrals migrate to places where there are few adepts, and adepts
migrate to places where there are few neutrals.
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This time, as a result of a series of experiments, it was established that regardless of the values of coefficients a, 3,
the behavior of the model, in general, does not change at all, but the behavior by regions changes significantly.
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neutrals
25000
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0 50000 100000 150000 200000 250000 300000 350000 00000
time

Fig. 17. The case whena < 0,5 < 0

The situation is similar to example C, namely, depending on v, the behavior of the model in the regions gradually
changes from the information struggle model in region 2 at y = 1 to the information threat spread model in regions 2 and 3
aty = —1 (Fig. 17).

5.5.Thecasea =0, =0,y +0

In this case, a conflict only between followers of different types of information.

When y < 0, adepts of different information migrate to rival-free regions, and due to the lack of migration among
neutrals, such migration is reduced to a complete separation of adepts in regions where there are free members of the
community who do not migrate anywhere. The behavior in each region is a model of information threat spreading: 1 (I;), 2
(1), 3 (I,), 4 (I;). Meanwhile, the behavior in general also does not change significantly depending on the value of the
coefficient.
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0 20000 40000 60000 80000 100000
time

Fig. 18. The case whena = 0,8 = 0,y <0

When y > 0, adepts migrate towards each other, and therefore all members of the community are concentrated in
the largest region. Although there are still a large number of neutrals in other regions, under the influence of external channels
of information dissemination, they also, albeit relatively slowly, become recruited, after which they migrate to meet other
adepts in region 3. Depending on the value of the coefficient, the behavior of the model does not change in general and fully
corresponds to the behavior in the third region - the information warfare model.
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Fig. 19. The case whena = 0, = 0,y >0
6. Conclusions

Having studied the model of information struggle separately, it was found that the opposing parties have (including
depending on the "capacity" of the social community) many opportunities to achieve victory. Depending on the coefficients
of external and internal intensities, as well as, in a certain feature, the initial values, different scenarios of the model's behavior
unfold: permanent leadership, leadership change, and parity. However, in each such situation, it is possible to predict the
final results with sufficient accuracy using the win function.

The integration of internal conflict into the model brings significant and interesting changes in its behavior. First of
all, it was found that the greatest influence is not the values of the interaction coefficients, but their signs, which determine
the directions of migration. The division into regions also has a significant impact, and depending on the initial divisions, the
language also changes.

In some cases, the internal conflict turns the model into a standard model of information struggle, such as with all
positive coefficients of interaction. In such a situation, the model does not differ at all from the same one, but without division
into regions and with the absence of conflict. Or, with appropriate coefficients, it is possible to separate rivals in separate
regions, thereby reducing their behavior to a standard model of the spread of an information threat.

But the most interesting results were obtained when studying the behavior of the model with coefficients that
describe natural conflict. It completely changes the behavior of the system. And as we have seen, these changes vary from a
slowdown in the general process of "capturing" of the entire space to an increase in the behavior in general, and the behavior
in the regions is characterized by constant migration fluctuations with stable and non-stable periods, different amplitudes.

It is obvious that when introducing a conflict, determine the final result, knowing only the starting conditions, if
possible, then only in certain special cases. Predicting the behavior of the natural conflicts that are most important for research
is impossible, and the only way to do this is through computer simulations using a sufficient number of iterations.

Therefore, in the presence of an internal migration conflict, the behavior of the information struggle model cannot
be predicted without proper modeling. Even the behavior at t — oo is not obvious — it can be both constant and fluctuating.
Therefore, further research into this problem is extremely important.

References

1. Mikhailov, A.P.; Marevtseva, N.A. Models of information warfare. Mathematical Models and Computer Simulations.
2012, 4,251-259.

2. S. Albeverio, V. Koshmanenko, and I. Samoilenko. The conflict interaction between two complex systems. Cyclic
migration. Journal of Interdisciplinary Mathematics, 11 (2008), No. 2, P. 163-185

3. S. Albeverio, M. Bodnarchyk, V. Koshmanenko, Dynamics of discrete conflict interactions between non-annihilating
opponent, Methods of Functional Analysis and Topology 11 (2005), 4, 309-319.

4. Samoilenko I. V., Nikitin A. V., Verovkina G. V. Peculiarities of Construction and Analysis of the Information Warfare
Model with Markov Switchings and Impulse Perturbations Under Levy Approximation Conditions, Cybernetics and Syst
Analysis, 2021(57), p. 621-628.

5. Bekesiene S., Samoilenko I., Nikitin A., Meidute-Kavaliauskiene I. The Complex Systems for Conflict Interaction
Modelling to Describe a Non-Trivial Epidemiological Situation, Mathematics, 2022, 10, p. 537.

385



10.

11.

12.

13.

14.

15.

16.

Chabanyuk Y., Nikitin A., Khimka U. Asymptotic Analyses for Complex Evolutionary Systems with Markov and
Semi-Markov Switching Using Approximation Schemes, Wiley-ISTE, 2020, 240 p.

Nevel 'son, M.B., Has’minskii, R.Z. Stochastic approximation and recursive estimation.; Translation of Mathematical
monographs, 47: American mathematical Society, 1976, 244 p.

Papanicolaou, G., Stroock, D.; Varadhan, S. Martingale approach to some limit theorems. In: Duke turbulence
conference Duke University Mathematics Series, 1977, 3, 120 p.

Nikitin, A., Bekesiené, S., Hoskova-Mayerova, S., Krasiuk, B. Multidimensional Model of Information Struggle with
Impulse Perturbation in Terms of Levy Approximation. Mathematics, 2024, 12(8), p. 1263.

Stone, L., Olinky, R. Phenomena in ecological systems. In Experimental Chaos 6th Experimental Chaos Conference;
American Institute of Physics: Potsdam, Germany, 2003; p. 476—487.

Takahashi, K.I., Salam, K.M.M. Mathematical model of conflict with non-annihilating multi-opponent. Journal of
Interdisciplinary Mathematics. 2001, 9, p. 459—-473.

Tufto, J. Effects of releasing maladapted individuals: A demographic evolutionary model. American Nature. 2001, 158,
p- 331-340.

Verhulst, P.F. Notice sur la loi que la population suit dans son accroissement. Correspondance mathématique et
physique 1838, 10, p. 113—-121.

Nakonechnyi, A.G.; Zinko, P.N.; Zinko, T.P.; Shevchuk, Y.M. Guaranteed prediction estimates of solving systems
of differential equations with Gompertz dynamics under observations at discrete time instants. Journal Automatic
Information Sciences. 2019, 51, p. 38-53

Foltin, P., Sedlacik, M., Sikolova, M, Modification of Critical Path Method by a Portfolio of Security Criterion, 2012,
18th International Conference - The Knowledge-Based Organization: Applied Technical Sciences and Advanced
Military Technologies, Conference Proceeding 3, p.234-239.

TuSer 1., Jansky, J. Security Management in the Emergency Medical Services of the Czech Republic—Pre-case Study
In: Soitu, D., Hoskova-Mayerova, S., Maturo, F. Decisions and Trends in Social Systems. CHAM: Springer, 2021, p.
409-423. DOI: 10.1007/978-3-030-69094-6_32.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the
individual author(s) and contributor(s) and not of CNDCGS 2024 and/or the editor(s). CNDCGS 2024 and/or the editor(s)
disclaim responsibility for any injury to people or property resulting from any ideas, methods, instructions or products
referred to in the content.

386



	Possibilities of Using Unmanned Aerial Vehicle in Geospatial Support in the Czech Army
	Abstract

	6. Conclusions
	Acknowledgements
	References
	Methodological Concepts of Appling AI into Military and Economic Capabilities Data Analysis
	Abstract

	3. Conclusions
	References
	Feasibility of Casualty Evacuation by Unmanned Systems
	Abstract

	References
	Abstract

	1. Introduction
	2. Default Conditions and Risk Assessment Analysis Methods
	3. Risk Analysis of Spare Parts Produced by Additive Technologies
	3.1. Identification of risks of failures of manufactured spare parts
	3.2. Evaluation of the probability of failure of the manufactured spare part
	3.3. Categorization of the difficulty of fault detection

	4. Risk Assessment
	4.1. Description of the risk assessment
	4.2. Risk Treatment is the process of selecting and implementing measures to modify risk

	5. Conclusion
	Acknowledgements
	References
	Abstract

	Firing Data Accuracy and its Impact on the Effectiveness
	of Artillery Fire
	Abstract

	References
	Abstract

	6. Conclusions
	Acknowledgements
	References
	Abstract

	Security Strategies of the Visegrad Group Countries in the Current Security Environment
	Abstract

	9. Conclusions
	Acknowledgements
	References
	Abstract

	Contemporary Civil-Military Relations
	Abstract

	References
	The Impact of the War Conflicts on Residential Childcare: A Survey into Czech Children's Homes
	Abstract

	Approaches to the Population Sheltering in Selected Countries in Relation to Threats and the Security Environment
	Abstract

	Conclusions
	Acknowledgements
	References
	Analysis of Migration in the Czech Republic and Security Challenges in the Context of the Current Geopolitical Situation
	Abstract

	8. Conclusions
	Acknowledgements
	References
	War’s Shadow: Exploring Multifaceted Strategies in the Politics of Fear
	Abstract

	1. Introduction
	2. Theoretical Framework
	1. The strategic and instrumental use of fear as a tool by those in power - Instrumental approach.
	2. The ways in which fear is discursively produced, disseminated, and reinforced by the regime and other social actors - Discursive approach.
	3. The affective dimension of fear and its impact on individuals and groups - Emotional approach.
	4. The power dynamics, institutional structures, and societal conditions that are both shaped by the politics of fear and contribute to its production - Sociopolitical approach.
	5. Individual and collective psychological processes that underlie the politics of fear - Psychological approach.
	3. Data and Methodology
	1. Scan Interfax Monitoring System. The Scan Interfax monitoring system facilitated a systematic analysis of the Russian media landscape. Relevant articles and messages were extracted using predetermined keywords. A total of 10,000 articles were initi...
	2. NVivo Software Analysis. The selected articles underwent content analysis using NVivo software. This method allowed for the identification of patterns, themes, and sentiments within the media content, providing a deeper understanding of the narrati...
	3. Critical Discourse Analysis. Employing critical discourse analysis, the study delved into extra-discursive behaviors of political actors. This approach enabled a nuanced exploration of the socio-political dynamics during the specified period.
	4. Results
	5. Discussion
	6. Conclusions
	Acknowledgements
	References
	1. Altheide D.L. Terrorism and the Politics of Fear. Rowman & Littlefield Publishers; Second edition. 2017. 247 pp.
	2. Appadurai A. Fear of small numbers: An essay on the geography of anger. Duke University Press, 2006.
	3. Arendt H. Eichmann in Jerusalem: A Report on the Banality of Evil. Penguin Classics. 2006. 336 pp.
	4. Berdyaev N. Ekzistentsial’naya dialektika bozhestvennogo i chelovecheskogo. – O naznachenii cheloveka. M.: Respublika. 1993. 383 pp.
	5. Brown W. Walled states, waning sovereignty. Princeton University Press, 2010.
	6. Cohen S. Folk Devils and Moral Panics: The Creation of the Mods and Rockers. Routledge. 2011. 282 pp.
	7. Didier F. Enforcing Order: An Ethnography of Urban Policing. Cambridge: Polity Publishing, 2013, 320 pp.
	8. Didier F. Humanitarian Reason: A Moral History of the Present. University of California Press. 2012. 324 pp.
	9. Farrelly M. Critical Discourse Analysis in Political Studies: An Illustrative Analysis of the ‘Empowerment’ Agenda. Politics. Vol. 30(2). 2010. P. 98–104.
	10. KRC M., Hynkova V. Aspects of Economic Warfare – Causes and Consequences, Challenges to national defence in contemporary geopolitical situation. No. 1. 2022(2022). P. 322-330. DOI 10.47459/cndcgs.2022.40.
	11. Lifton R.J. Thought reform and the psychology of totalism: the study of brainwashing in China / Robert Jay Lifton. The University of North Carolina Press. 1989. 524 pp.
	12. The Politics of everyday fear / Brian Massumi, editor. University of Minnesota Press Minneapolis London. 1993. 336 pp.
	13. Milgram S. Obedience to Authority: An Experimental View. Harper Perennial Modern Classics.1974. 224 pp.
	14. Montaigne M. E. The complete essays of Montaigne. Stanford University Press, 1958.
	15. Nussbaum M. C. Political emotions. Harvard University Press, 2013.
	16. Radikov I.V. Political fear as a phenomenon in contemporary politics// Vlast. 2017. №4. P. 43.
	17. Robin C. Fear: The history of a political idea. Oxford University Press, 2004.
	18. Robins C. S., Eisen K. Strategies for the effective use of NVivo in a large-scale study: Qualitative analysis and the repeal of Don’t Ask, Don’t Tell. Qualitative Inquiry. Vol. 23(10). 2017. P. 768-778.
	19. Vavryk P. Mapping Growth of the Russian Domestic Propaganda Apparatus on Telegram, Challenges to national defence in contemporary geopolitical situation. No. 1. 2022(2022). P. 227-231. DOI 10.47459/cndcgs.2022.29
	20. Vlasova O. The Politics of Pacification: Analyzing the Kremlin’s Approaches to Managing Public Sentiment in Times of War. Presentations at BASEES Annual Conference 2024. Cambridge, 2024. Unpublished.
	21. Wolin S. S. Democracy incorporated: Managed democracy and the specter of inverted totalitarianism-new edition. Princeton University Press, 2017.
	22. Wodak R. The politics of fear: The shameless normalization of far-right discourse //The Politics of Fear. 2020. P. 1-360.
	23. Zambardo P. The Lucifer Effect: Understanding How Good People Turn Evil. Random House; First Edition. 576 pp.
	24. Data on politically motivated criminal prosecutions in Russia// OVD-Info. 2023. [URL]: https://en.ovdinfo.org/data-politically-motivated-criminal-prosecutions-russia
	25. Yashina otpravili v SIZO po delu o feykakh pro armiyu/ Kommersant. 13.07.2022. [URL]: https://www.kommersant.ru/doc/5459393
	26. Yuriy Shevchuk proigral kontsert v sude/ Kommersant. 19.12.2022. [URL]: https://www.kommersant.ru/doc/5734102
	27. V Sovfede predlozhat mery po protivodeystviyu ‘pyatoy kolonne’/ TASS. 29.03.2022. [URL]: https://tass.ru/politika/14217979
	28. Matvienko posovetovala uyezhavshim rossiyanam, rugayushchim Rodinu, ostat’sya za granitsey/ Interfax. 28.10.2022. [URL]: https://www.interfax.ru/russia/870054
	29. Putin podpisal zakon, utochnyayushchiy otvetstvennost’ dlya inoagentov/ Interfax. 29.12.2022. [URL]: https://www.interfax.ru/russia/879172
	30. Byvshiy direktor "Otkrytoy Rossii" Pivovarov poluchil chetyre goda kolonii/ Interfax. 15.07.2022. [URL]: https://www.interfax.ru/russia/852392
	31. Konechno, strashno, no luchshe postradat’ za chestnost’, chem ne imet’ sovesti/ Meduza. 11 июня 2022. [URL]: https://meduza.io/feature/2022/06/11/konechno-strashno-no-luchshe-postradat-za-chestnost-chem-ne-imet-sovesti
	32. Volodin predlozhil uvolit’ vystupivshikh protiv spetsoperatsii rukovoditeley byudzhetnykh uchrezhdeniy. Kommersant. 01.04.2022. [URL]: https://www.kommersant.ru/doc/5292252
	33. "Kak poiavliaetsia vozmozhnost’ — uezzhaiut" Kreml’ ubezhdal chinovnikov, chto rabota na okkupirovannykh territoriiakh — eto otlichnyi "kar’ernyi lift". Mnogie poverili (a zria). Meduza. 1.05.2024. [URL]: https://meduza.io/feature/2024/05/01/kak-p...
	34. Chto budet dal’she s rossiiskoi ekonomikoi: Tri stsennariya Banka Rossiiu. Rossiiskaia gazeta. 13.11.2022. [URL]: https://rg.ru/2022/11/13/kubiki-rublika.html
	35. Obmanutye nadezhdy: rossiyskie elity mezhdu natsionalizmom i putinizmom v oprosakh za dva desyatiletiya. 08.09.23. [URL]: https://re-russia.net/review/358/
	36. «Vagner» poterpel neboyevoye porazheniye. Kommersant. 23.08.2023. [URL]: https://www.kommersant.ru/doc/6174110
	37. «Svoikh ne brosaem»: deputaty «Yedinoy Rossii» massovo otpravlyayutsya na front. Moskovsky Komsomolets. 27.09.2022. [URL]: https://www.mk.ru/politics/2022/09/27/svoikh-ne-brosaem-deputaty-edinoy-rossii-massovo-otpravlyayutsya-na-front.html
	38. Dominanty. Pole mneniy. Vypusk 22. Rezultaty ejenedelnih vserossiyskih oprosov FOM. [URL]: https://fom.ru/Dominanty/14881
	39. V SShA opisali pyat’ stsenariev nachala tret’ey mirovoy voyny. RIA Novosti. 30.12.2022. [URL]: https://ria.ru/20221230/voyna-1842568024.html
	40. Polsha i Germaniya zakh oteli, chtoby Rossiya zaplatila reparatsiyu Ukrainye. RIA Novosti. 04.10.2022. [URL]: https://ria.ru/20221004/reparatsii-1821449972.html
	41. Kurganskiye studenty nachnut delat' pechi i spal’niki dlya uchastnikov spetsoperatsii. Interfax. 28.11.2022. [URL]: https://www.interfax-russia.ru/ural/main/kurganskie-studenty-nachnut-delat-pechi-i-spalniki-dlya-uchastnikov-specoperacii
	Abstract

	Teaching Defence Management to Senior-Level Professional Military Education at the Baltic Defence College
	Abstract

	6. Conclusions
	References
	Improvement in the Field of CBRN Prevention, Preparedness and Protection in the Czech Republic
	Abstract

	Citation: MIKA, O. J., OTŘÍSAL, P. Improvement in the Field of CBRN Prevention, Preparedness and Protection in the Czech Republic. In Proceedings of the Challenges to National Defence in Contemporary Geopolitical Situation, Brno, Czech Republic, 11-13...
	Conclusions
	Acknowledgements
	References
	Teaching the Subject of Operations Research at Military Universities (Not Only) of NATO Countries
	Abstract

	4. Conclusions
	5. Limitations
	Acknowledgements
	References
	Military Versus Civilian University Online Education
	Abstract

	Acknowledgements
	References
	Constructive Simulation Tools in the Armed Forces of the Slovak Republic
	Abstract

	5. Conclusions
	References
	Educating Soldiers’ Competencies Through Battlefield
	Simulation Systems
	Abstract
	1. Introduction
	2. Method of Investigation
	2.1. Study Participants and Data Collection Method
	2.2. Study Design
	2.3. Data Processing
	3. Study Results
	3.1. Assessing the Effectiveness of the Use of JCATS by Three Blocks
	3.2. Kruskal-Wallis H Test to Assess Differences in Respondents' Views on Competence Changes
	3.3. Linear Regression Modelling Results

	4. Conclusions
	References
	Challenges of the Formation of the Military Professional at the University of Defence
	Abstract

	Enhancing Collective Military Training: Integrating the Laser Battlefield System for the Lithuanian Land Forces
	Abstract
	5. Introduction
	6. Method of Investigation
	6.1. Study Participants and Data Collection Method
	6.2. Research Methodology
	6.3. Study Data Processing
	7. Results of the Conducted Research
	7.1. Evaluation of MILES effectiveness by Experts
	7.2. Quantitative Evaluation of MILES effectiveness by System Users

	4. Conclusions
	References
	Multicriteria Comparison and Evaluation of Vestibular Apparatus Training Methods for Pilots
	Abstract

	COVID-19 Restrictions' Effect on Physical Fitness – A Comparative Study of First-Year Students in Pre, During, and Post-Pandemic Eras
	Abstract

	4. Conclusions
	Acknowledgments
	References
	Acknowledgements
	References
	Abstract

	References
	Challenges to Senior Professional Military Education. Observations from the Baltic Defence College
	Abstract

	Disclaimer
	Acknowledgements
	References
	Abstract

	References
	Differences in Second Language Learning Motivation
	Abstract

	4. Conclusions
	Acknowledgements
	References
	Cyber Security and Business Continuity Management: Ensuring Resilience in a Digital World
	Abstract

	4. Conclusions
	References
	1. Introduction
	Other Central Administrative Authorities in the Crisis Management System
	Abstract

	Acknowledgements
	References
	Abstract

	9. Conclusions
	Acknowledgements
	References
	The Multi-Domain Approach to Military Operations and its Challenges to Intelligence and Intelligence, Surveillance, Reconnaissance
	Abstract

	7. Conclusions
	References
	Abstract

	4. Conclusions
	References
	Drone Swarming and its Use in Minefield Laying Using Mathematical Methods

	Michal BILINA1*, Kamila HASILOVÁ2, Tibor PALASIEWICZ1
	1. Introduction.
	2. Significance of minefields and current methods of their establishment
	3. Drone swarming and its use in minefield
	4. Mathematical expression of minefield density
	5. Mathematical expression of minefield combat effectiveness
	6. Calculations of minefields created by a swarm of drones
	7. Discussion
	8. Conclusion
	Acknowledgements

	Evaluation of Modern Approaches to Crisis Management
	Abstract

	Acknowledgement
	References
	Geographical Distribution Analysis of Field Hospitals Along the Frontline: 2SFCA method-based approach
	Abstract

	Acknowledgements
	References
	Multicriterial Analysis and Comparison of Air-to-Air Fighter Jets
	Abstract

	4. Conclusions
	Acknowledgements
	References
	Predictive Estimates in Population Models with Variable Dynamics Under Uncertainties
	Abstract

	Acknowledgements
	References
	Intensity Model and Traffic Quality Assessment of the Selected Section of the D1 Highway
	Abstract

	References
	Temporal Discontinuity of Defence Investment and Implementation in the Bucharest Nine Countries
	Abstract

	5. Conclusions
	Acknowledgements
	References
	Abstract

	Acknowledgements
	References
	Analysis of Traffic Accidents with the Deployment of the Fire Rescue Service in the Regions of the Czech Republic
	Abstract

	Acknowledgements
	References
	Stress Coping Strategies of Young Soldiers in the Context of the Deteriorating Security Situation
	Abstract

	References
	Design of Web GIS Application for Planning of Military River Crossing
	Abstract

	Acknowledgements
	References
	The Impact of the Deteriorated Political and Security Situation on the Financial Stability of Arms Companies Operating in an Oligopolistic Market Environment
	Abstract

	Virtual War Medicine - A Key Element of Modern Warfare
	Abstract

	References
	Codes of Ethics and their Place in the New Security Environment as an Important Part of Human Resource Management
	Abstract

	Acknowledgements
	References
	Abstract

	Acknowledgements
	References
	Analysis of the Possibilities of Developing the Resilience of Employees and Members of the Integrated Rescue System in the Czech Republic as Part of Lifelong Education
	Abstract

	References
	Abstract

	References
	Conceptual Mapping in the System of Population Protection Education
	Abstract

	Conclusion
	References
	Abstract
	5.2. Segmentation via Graph Cuts method: Segmentation using maximum flow and minimum cut, [1, 2, 3, 5]

	Acknowledgements
	References
	Abstract

	Acknowledgements
	References
	Abstract

	Exploring the Defence Industry´s Macroeconomic and Microeconomic Perspectives under New Security Conditions
	Abstract

	Conclusions
	Acknowledgements
	References
	Advancements in Additive Manufacturing Technologies for Enhancing Efficiency and Sustainability in Military Logistics Operations
	Abstract

	References
	17.  Levels and effects of radiation exposure due to the nuclear accident at the Fukushima Daiichi Nuclear Power Station. The UNSCEAR 2020/21 Report, Vol. II, Annex B, 9 March 2022.

	The Role of Mathematics and Physics as Essential Foundations for Future Armed Forces Officers
	Abstract

	3. Mentoring method and analysis of students results
	4. Conclusions
	Acknowledgements
	References

